PCI 4.0 SAQ A requirements for eCommerce merchants

Payment fraud is on the rise. PCl 4.0 includes more stringent
controls to help protect eCommerce merchants and other S\VIBs
that wholly outsource all data functions to a software provider.

PCIl 4.0 requirements and deadlines

More protection for URL

redirects and iFrame integrations

Payment setups using URL redirects and iFrame
integrations are in scope for PCI DSS because they
can have an impact on how payment card data is
being transmitted and processed by the payment

service provider.

Below are applicable PCI 4.0 SAQ A requirements — and deadlines

for meeting them — for all merchants that integrate URL redirect and
iIFrame for payments, or provide any other functions that could impact
the security of the cardholder data environment (CDE.)

#2
Manage vendor
default account(s)
and passwords

#6
Vulnerability
(security patch)
management

#8
Identification,
password/
authentication, and
account management
requirements for non-
consumer users and
administrators

Today

#6
Security vulnerability
identification and risk

ranking

#8
Password/passphrase
management and
length requirements

#11
External vulnerability
scanning: ASV scans at
least every 3 months
and scans after a
significant change

March 31

2024

#6
Manage payment
page scripts loaded
and executed in the
consumer browser

#8
Minimum 12 character
(8, if not supported)
alphanumeric
passwords/passphrases

#11
Change- and tamper-
detection mechanism
to detect and alert
on unauthorized

modification to payment

pages as received by
the consumer browser

March 31

2025

Navigate PCI 4.0 requirements
with SaferPayments

Merchants don’t have to navigate
the new PCI 4.0 requirements
alone. Learn more about
SaferPayments, a PCl compliance

program by Worldpay, and see why
it might just be the perfect solution

to help safeguard your customers.

Learn more

#3
Protect stored
account data

#9

Secure media with
account data

#12

Information security
policy, manage service

providers, incident
response plan

Ongoing
requirements
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